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Abstract 

G7 governments must lead in providing citizens with the same protections and facilities in the digital, 

online realm as are established in the physical, offline realm. To defend liberal democracy, social 

participation, freedom of science and of the press, tackle disinformation, and promote digital order and 

digital progress requires states to step up to their foundational responsibility to protect their citizens. 

The G7 should create the standards and taxonomy to enable globally verifiable digital identity that 

allows every citizen to authenticate themselves, control their personal data, and participate in the 

development of public data goods.  
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Challenge 

The innovation, productivity, and behaviour change needed to address the existential challenges of greater 

social and environmental efficiency all require a renewed commitment to free and open democracy. 

Democracy requires that social cohesion be rooted in shared perceptions of facts and realities; thus, 

establishing data citizenship is central to the long-term health of democratic governance.  

Maximising the use of data to more ambitious outcomes such as improving the quality of life and prosperity 

for citizens across the G7 and beyond is not solely about improving public service delivery but most 

importantly, rebalancing the flow of benefits away from the big corporations and into the hands of citizens. 

Governments need to address the very serious issues of corporate power and digital exclusion. 

Insecurity threatens liberal democracy and sets the stage for disinformation which is exploited to dismantle 

civil society and the rule of law. The solution to that is to provide citizens with the same support and 

protections in the digital realm as exist in the physical realm. 

Proposals 

Accessing the power of digital governance will require putting the citizen at the centre of a new data citizen 

contract — using a framework of ‘data citizenship’ that generates protections and benefits for citizens, 

creates new ways of participation, enhance democracy and create value in society, in particular, social 

value. This is at the core in our recent work with the London Borough of Newham, London in establishing a 

thriving data society.1  

Physical and digital connectivity are crucial to social cohesion, with research in a G7 country such as the UK, 

demonstrating that communities are more likely to feel disempowered and cast aside by the state if they 

lack sufficient forms of physical and digital connectivity.  

Digital agency should be incorporated into definitions of public goods. 
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Implementations  

i. G7 countries formally commit to putting citizen’s interests at the centre of policies governing digital 

and data, by establishing “data citizenship” as an integral part of the protections and the public 

goods provided by government. 

ii. In practice this means committing to creating and protecting every citizen’s digital identity. G7 

countries should commit to establishing an international taxonomy for digital identity that allows 

cross border identity validation. The digital equivalent of a passport. 

iii. Citizens should be empowered to use their digital identities to encrypt their private information 

wherever it is stored, thus providing a practical ability to withdraw their consent through their 

control of their encryption keys. Enabling citizens with rights that supersede permissions solicited 

through online consents. 

iv. The public data generated by citizens should be designated as a public good. 
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Endnotes 

1 https://www.newham.gov.uk/NewhamSparks  
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